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Cyber Attack on Google Company
With the advancement of technology, companies are beginning to get concerned with the increasing cyber-attacks that even the big corporates cannot evade. One of the cyber-attacks that left many people wondering who is safe from cyber-attacks is the unauthorized access of information from Google Company by attackers. Hacking or unauthorized access of information held on a corporate network or system is one of the examples of cyber-attacks that organizations have experienced. This paper explains this type of cyber-attack in relation to Google Company and how the company would have prevented the attack. 
Many types of cyber-attacks try to compromise the information technology systems. The common types include hacking, out-of-date software, drive-by downloads, ransomware attacks, cyber fraud and malware attacks. According to Thielman and Hunt (2016), hacking has been the most common type of cyber-attack that most companies have experienced in recent years. Hacking of Google Company has been recorded as one of the most critical and significant cyber-attacks that have been experienced in the past five years. Google attack happened in September 2014 when approximately 5 million usernames and passwords of Gmail account were accessed by hackers. The information stolen was leaked to Russian forum site. Hill (2014) explains the scenario and how it affected the company. According to Hill (2014), the five million Gmail addresses and passwords appeared online posted in Russian Bitcoin security forum. Many people who checked confirmed their passwords and information. According to Rhodan (2014), about 60% of the leaked information on the accounts was still active, and about 100,000 of the accounts represented real information by the users. 
This hacking was not the first one in Google Company. There had been an attack in 2009 in which the Chinese hackers were accused to have breached the company’s information technology system. As Arrington (2009) explains, after the attack Google came out to defend itself against losing the data to the Chinese hackers. According to Arrington (2009), while explaining the incident to the public, Google claimed that a minimal amount of user information was compromised in the attack. The company claimed that the attacks were targeted at Chinese human rights activists (Arrington, 2009). However, more surprising is that the attacks may not have been targeted at the company’s data, but it targeted at least twenty other major companies (Arrington, 2009). The attack in 2014, however, has been the major and significant attack that left the company in conflict with the customers and the general public as a whole. After the 2014 attack that left five million on users’ information posted on a Russian site, the company came out and claimed that the attack was not significant or serious as people anticipated. According to Augenbraun (2014), the company, in their reply to the attack, claimed that of all the information that was stolen from the company’s site, less than 2% of could be active. However, there has never been correct information on how many of the accounts were active. Some have claimed that over 65% of the information hacked and posted online were active and about 100,000 represented the actual information of the customers. 
In almost every occasion, the company has always come out to defend itself from the attacks claiming that its customers’ information is the most important priority. According to Augenbraun (2014), Google denied that its system had been compromised. Despite that the company has taken several steps to reduce or control these attacks, cyber-attacks have been going on for some time. Google’s attack is one of the most critical cyber-attacks that have been experienced by top companies. Some people believe that the company has not been doing enough to secure its systems. Augenbraun (2014) explains that millions of information that were posted online were not the only attacks. He claims that a few days before the five million user passwords and addresses, about a million usernames and passwords were posted online. This brings the total of compromised data to six million in 2014. 
The company could have taken steps to protect its information system so that such attacks could not compromise the users’ lives. Despite that only, less than 2% of the stolen information was active, but it is still important. Customers entrust their information to the companies because they believe that these organizations have the capacity to protect their information. However, when the organization is compromised like Google has been more than twice in the past nine years; it should come out clear to assure its customers on how it is working to protect their data. Some of this information is critical and when accessed by unauthorized persons. Like in the case of Google’s attack, more than 100,000 passwords and usernames contained actual information about the users. Such information includes personal addresses, phone numbers, and other personal information that could compromise their personal security. 
Some companies think having antivirus software could help prevent cyber-attacks, but this is not enough. Instead, in order to protect the information system, Google could educate an IT team that can look into the issues concerning information system management. Hacking can be protected from different perspectives. Despite being a tech company, the recent attacks on Google demonstrates that the company still lack adequate and skilled IT team to deal with the challenges that can result in data compromise as they have experienced in the past recent nine years. Therefore, ensuring that the staff understands all the company security protocols will help Google identify and control the security risks that have resulted in a data breach. 
Secondly, the company could have upgraded its access control system. Like most businesses, Google appears to have missed the need to upgrade its access control. The attacks in 2009and 2014 could have been prevented with proper access controls; for instance, the company could have frequently reviewed the requirements for passwords, number of login attempts and usernames. 
Apart from the above strategies and steps, Google could have lessened the risks through risk management strategies. This could have been achieved through the establishment of an effective team that can design policies and determine the risks that the company experiences. Also, Google could have established an effective monitoring strategy and produce supporting policies that could have helped them see the threats. Since it is difficult to monitor the system every day 24 hours, but with established monitoring system could have helped to keep continuous monitor of all the ICT systems and networks in the company (NCSC, 2013). Monitoring strategy could have been an effective way to detect the hack because the company could have analyzed the logs for unusual activities that could have helped identify the attack. 
[bookmark: _GoBack]In conclusion, every company has a responsibility to protect its customers from any attack. However, most of the companies have not taken the necessary steps to protect their customers. Cyber-attack is a problem that every company experience today. However, like many other companies, Google shifted the responsibility of protecting the information to the customers. Augenbraun (2014) explains that after the attack, Google denied being compromised by the hack and recommended that customers should not reuse the same username and password across different websites. However, the fact that it refuses to accept its responsibility, Google continuously refuted the claims that the attack was critical. Even after losing about five million data, Google still claimed that this was not a serious issue. The truth is that every company should work towards preventing every piece of information despite how little it may be. Therefore, instead of refuting the claims to maintain its image in public, Google could have been telling the public about how they intend to protect the customers’ information from such attacks in the future.
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